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DETAILED ACTION 

1 . This is the Final Office Action in response to the Amendment/Remarks filed on 
9/29/2008, for application, titled: "Automated Banking Machine Bootable Media 
Authentication". 

2. Claims 1-34 remain pending in this application and have been examined. 

Priority 

3. This application claims the benefit of U.S. Provisional Patent Application No. 
60/396,607, filed 07/16/2002. 

Response to Arguments 

4. The Examiner has reviewed Applicant's Arguments/Remarks and Affidavits filed 
on September 29, 2008. 

With respect to the premature argument, the Examiner agrees. Hence, the 
previous Final Office Action, dated July 31 , 2008, is withdrawn. 
With respect to the 37 C.F.R § 1 .1 32 Affidavits, the argument is not persuasive. 
Hence, the 35 U.S. C. § 103 rejection remains stayed. 

5. Applicant argues that the Harding and Watson references, alone or in 
combination, do not disclose to have a BIOS specify that one bootable drive to require 
an input of a password before booting, while a second bootable drive does not require 
an input of a BIOS password before booting (see Remarks, pages 3-4, last paragraph). 
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6. The Examiner disagrees. Harding discloses a system and method to 
automatically replace the primary BIOS if it fails the validation test with a backup BIOS 
to automatically boot the system without any intervention by an operator (see Harding, 
col. 1, lines 12-48). Harding also teaches switching between the primary BIOS and 
backup BIOS (see Harding, col. 2, lines 26-33. Examiner notes this is the same as 
"specify a default storage device drive to boot and requires the input of a BIOS 
password, and which storage device drive to boot without requiring the input of a BIOS 
password" of Applicant's invention - see Remarks, pages 2-3, paragraph 6). Harding is 
silent on BIOS boot password. However, Watson teaches a feature of securing access 
to a computer system with a password during the boot operation to determine whether 
the BIOS files are corrupted (see Watson, col. 4, lines 18-22 and Abstract). It would 
have been obvious to one of ordinary skill in the art at the time of the invention to modify 
Harding's invention, related to automatic replacement of corrupted BIOS, to include the 
secure access feature as taught by Watson to offer an improved and more secure 
computer system. 

7. Harding in view of Watson is silent on ATM. However, it is old and well known in 
the art of banking and financial transaction. It would have been obvious to one of 
ordinary skill in the art at the time of the invention to apply the teachings of Harding and 
Watson to the ATM system to provide an improved and more secure ATM system to 
customers. 
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8. In conclusion, the Examiner is satisfied that a combination of the Harding and 
Watson references discloses all the limitations as claimed. Hence, the 35 U.S.C. § 103 
rejections remain stayed. 



Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

10. Claims 1-34 are rejected under 35 U.S.C. 103 (a) as being unpatentable over 

Harding et al. (U.S. Patent No. 6,651,188) ("Harding") in view of Watson (U.S. 

5,475,839) ("Watson"). 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references as applied to the claims for the convenience of the applicant. 
Although the specified citations are representative of the teachings in the art and 
are applied to the specific limitations within the individual claim, other passages 
and figures may apply as well. It is respectfully requested from the applicant, in 
preparing the responses, to fully consider the references in entirety as potentially 
teaching all or part of the claimed invention, as well as the context of the passage 
as taught by the prior art or disclosed by the examiner. 

1 1 . Regarding claim 1, Harding discloses a method comprising: 

a) detecting with a computer of an automated banking machine for the presence 
of a bootable media in at least one alternative storage device drive of the automated 
banking machine, wherein a BIOS of the computer specifies which of a plurality of 
storage device drives corresponds to a default storage device drive which does not 
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require an input of a first BIOS password, and which of the plurality of storage device 
drives corresponds to the at least one alternative storage device drive which does 
require the input of the BIOS boot password (see Harding, col. 3, lines 13-5 of col. 4, 
figure 2A; Watson, col. 4, lines 18-22); 

b) booting the computer responsive to a boot record on either the bootable media 
of the at least one alternative storage device drive or a bootable media of the default 
storage device drive (see Harding, col. 3, lines 13-5 of col. 4, figure 2A; Watson, col. 4, 
lines 18-22); 

wherein when the bootable media of the at least one alternative storage 
device drive is detected in step (a), the booting of the computer includes 
requiring at least once for a user to input a password, wherein when the inputted 
password corresponds to the BIOS boot password stored in the BIOS of the 
computer, the computer is booted responsive to the boot record on the bootable 
media of the at least one alternative storage device drive (see Harding, col. 3, 
lines 13-5 of col. 4, figure 2A; Watson, col. 4, lines 18-22); and 

wherein when the bootable media of the at least one alternative storage 
device drive is not detected in step (a), the computer is booted responsive to a 
boot record on the bootable media of the default storage device drive without 
requiring a user to input the BIOS boot password (see Harding, col. 3, lines 13-5 
of col. 4, figure 2A; Watson, col. 4, lines 18-22). 
12. Harding discloses a system and method which allows a backup BIOS image to 
automatically be enabled whenever the primary BIOS image is faulty without any 
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intervention by an operator (see col. 1 , lines 38-40), but is silent on BIOS boot 
password. Watson teach a method and structure for securing access to a computer 
system including testing with a unique access diskette in conjunction with user ID, 
password for the security of the system (see Watson, col. 18-22). It would have been 
obvious to one of ordinary skill in the art at the time of the invention to have included the 
BIOS boot password feature of Watson with the teachings of Harding to provide a more 
secure computer system. Harding in view of Watson is silent on the ATM. However, 
ATM is old and well known in the art of financial transaction. It would have been 
obvious to one of ordinary skill in the art at the time of the invention to have applied the 
security feature to the ATM system to provide a more and better system to consumers. 

13. Regarding claim 2, Harding teaches wherein when the bootable media of the at 
least one alternative storage device drive is detected in step (a) and the BIOS boot 
password is not inputted within a predetermined amount of time, in step (b) the 
computer is booted responsive to the boot record of the bootable media of the default 
storage device drive (see figure 2c/element 240). 

14. Regarding claim 3, Harding teaches wherein when the bootable media of the at 
least one alternative storage device drive is detected in step (a) and at least once the 
inputted password does not correspond to the BIOS boot password stored in the BIOS 
of the computer, in step (b) the computer is booted responsive to the boot record of the 
bootable media of the default storage device drive (see Watson, col. 4, lines 18-22). 
One of ordinary skill in the art would have combined the teachings of Harding and 
Watson to offer a more and better secure ATM system to consumer. 
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15. Regarding claim 4, Harding teaches further comprising: c) executing at least 
one terminal control software component in the computer which is stored on the 
bootable media of the default storage device drive; and d) dispensing cash from a cash 
dispenser responsive to at least one terminal control software component (see Harding, 
col. 3, lines 13-5 of col. 4, figure 2A; Watson, col. 4, lines 18-22). Harding in view of 
Watson is silent on ATM for dispensing cash. One of ordinary skill in the art would have 
applied the teachings of Harding and Watson to an ATM system to provide a more 
secure system to consumers. 

16. Regarding claim 5, Harding teaches further comprising: 

c) receiving a first input that is representative of a request to run a BIOS setup 
program (see Harding, col. 3, lines 13-5 of col. 4, figure 2A; Watson, col. 4, lines 18-22); 
and 

d) requiring a user to provide a second input that corresponds to the BIOS boot 
password stored in the BIOS prior to running the BIOS setup program (see Harding, col. 

3, lines 13-5 of col. 4, figure 2A; Watson, col. 4, lines 18-22). One of ordinary skill in the 
art would have combined the teachings of Harding and Watson to offer a more and 
better secure ATM system to consumer. 

17. Regarding claim 6, Harding teaches that further comprising: c) receiving a first 
input that is representative of a request to run a BIOS setup program; and d) requiring a 
user to provide a second input that corresponds to a BIOS program password stored in 
the BIOS prior to running the BIOS setup program (see Harding, col. 3, lines 13-5 of col. 

4, figure 2A; Watson, col. 4, lines 18-22). One of ordinary skill in the art would have 
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combined the teachings of Harding and Watson to offer a more and better secure ATM 
system to consumer. 

18. Regarding claim 7, Harding is silent on BIOS boot password. However, Watson 
teaches that both the BIOS boot password and the BIOS program password are stored 
in the BIOS of the computer (see Harding, col. 3, lines 13-5 of col. 4, figure 2A; Watson, 
col. 4, lines 18-22). One of ordinary skill in the art would have combined the teachings 
of Harding and Watson to offer a more and better secure ATM system to consumer. 

19. Regarding claim 8, Harding teaches wherein in step (b) the default storage 
device drive and associated bootable media correspond to a hard drive (see Harding, 
col. 3, lines 13-5 of col. 4, figure 2A). 

20. Regarding claims 9-13, Harding teaches wherein in step (b) the bootable media 
of the at least one alternative storage device drive corresponds to a portable media; 
wherein the portable media is a floppy disk, CD, DVD, and a portable hard drive (see 
Harding, col. 1, lines 12-25). 

21 . Regarding claims 14-15, these claims are the computer readable media claims 
for implementing the method claims 1-13. Hence, they have the same steps and 
limitations. Therefore, they are rejected under the rationale provided in claims 1-13. 

22. Regarding claim 16, Harding disclose a method comprising: 

a) detecting with a computer of an automated banking machine for the presence 
of a first bootable media in at least one first storage device drive of the automated 
banking machine (see Harding, col. 3, lines 13-5 of col. 4, figure 2A; Watson, col. 4, 
lines 18-22); 
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b) booting the computer responsive to a boot record on either the first bootable 
media of the at least one first storage device drive or a second bootable media of a 
second storage device drive of the automated banking machine (see Harding, col. 3, 
lines 13-5 of col. 4, figure 2A; Watson, col. 4, lines 18-22); 

wherein when the first bootable media is detected in step (a), the booting 
of the computer includes: determining responsive to a BIOS of the automated 
banking machine that the at least one first storage device drive requires a BIOS 
boot password (see Harding, col. 3, lines 13-5 of col. 4, figure 2A; Watson, col. 4, 
lines 18-22); 

requiring at least once for a user to input the BIOS boot password, 
wherein when an inputted password corresponds to a BIOS boot password 
stored in the BIOS of the computer, the computer is booted responsive to a first 
boot record on the first bootable media (see Harding, col. 3, lines 13-5 of col. 4, 
figure 2A; Watson, col. 4, lines 18-22); and 

wherein when the first bootable media is not detected in step (a) the 
booting of the computer includes (see Harding, col. 3, lines 13-5 of col. 4, figure 
2A; Watson, col. 4, lines 18-22): 

determining responsive to a BIOS of the automated banking machine that 
the second storage device drive does not require the BIOS boot password, 
wherein the computer is booted responsive to the boot record on the second 
bootable media of the second storage device drive without requiring a user to 
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input the BIOS boot password (see Harding, col. 3, lines 13-5 of col. 4, figure 2A; 
Watson, col. 4, lines 18-22). 

23. Harding discloses a system and method which allows a backup BIOS image to 
automatically be enabled whenever the primary BIOS image is faulty without any 
intervention by an operator (see col. 1 , lines 38-40), but is silent on BIOS boot 
password. Watson teach a method and structure for securing access to a computer 
system including testing with a unique access diskette in conjunction with user ID, 
password for the security of the system (see Watson, col. 18-22). It would have been 
obvious to one of ordinary skill in the art at the time of the invention to have included the 
BIOS boot password feature of Watson with the teachings of Harding to provide a more 
secure computer system. Harding in view of Watson is silent on the ATM. However, 
ATM is old and well known in the art of financial transaction. It would have been 
obvious to one of ordinary skill in the art at the time of the invention to have applied the 
security feature to the ATM system to provide a more and better system to consumers. 

24. Regarding claims 17-18, these claims are the computer readable media claims 
for implementing the method claim 16. Hence, they have the same steps and 
limitations. Therefore, they are rejected under the rationale provided in claim 16. 

25. Regarding claim 19, Harding in view of Watson discloses a method comprising: 
a) detecting with a computer of an automated banking machine that a bootable media is 
present in at least one alternative storage device drive of the automated banking 
machine, wherein a BIOS of the computer specifies that a BIOS password is required 
for the bootable media of the at least one alternative storage device drive; b) prompting 
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at least once for a user to input the BIOS boot password; c) determining that an inputted 
password corresponds to the BIOS boot password stored in the BIOS of the computer 
d) booting software of the computer responsive to a first boot record on the bootable 
media of the at least one alternative storage device drive; e) restarting the computer; f) 
detecting with the computer that a bootable media is not present in the at least one 
alternative storage device drive; and g) booting the computer responsive to a boot 
record on a bootable media of a default storage device drive without requiring a user to 
input the BIOS boot password (see Harding, col. 3, lines 13-5 of col. 4, figure 2A; 
Watson, col. 4, lines 18-22). 

26. Harding discloses a system and method which allows a backup BIOS image to 
automatically be enabled whenever the primary BIOS image is faulty without any 
intervention by an operator (see col. 1, lines 38-40), but is silent on BIOS boot 
password. Watson teach a method and structure for securing access to a computer 
system including testing with a unique access diskette in conjunction with user ID, 
password for the security of the system (see Watson, col. 18-22). It would have been 
obvious to one of ordinary skill in the art at the time of the invention to have included the 
BIOS boot password feature of Watson with the teachings of Harding to provide a more 
secure computer system. Harding in view of Watson is silent on the ATM. However, 
ATM is old and well known in the art of financial transaction. It would have been 
obvious to one of ordinary skill in the art at the time of the invention to have applied the 
security feature to the ATM system to provide a more and better system to consumers. 
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27. Regarding claims 20-21, these claims are the computer readable media claims 
for implementing the method claim 19. Hence, they have the same steps and 
limitations. Therefore, they are rejected under the rationale provided in claim 19. 

28. Regarding claims 22-34, these are the machine claims that the instant 
application is used for. In this case, it refers to an automatic banking machine (ABM) or 
ATM. Harding in view of Watson is silent on the ATM. However, ATM is old and well 
known in the art of financial transaction. It would have been obvious to one of ordinary 
skill in the art at the time of the invention to have applied the security feature to the ATM 
system to provide a more and better system to consumers. Therefore, claims 22-34 are 
rejected under the same rationale provided in claims 1-21. 



Conclusion 

29. Claims 1-34 are rejected. 

30. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

31 . A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

32. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to HAI TRAN whose telephone number is (571)272-7364. 
The examiner can normally be reached on M-F, 9-4 PM. 

33. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James P. Trammell can be reached on (571) 272-6712. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

34. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/H. TV 

Examiner, Art Unit 3694 
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